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1 STA MODE

1.1 HWEREITHAWTERTR iwconfig, iwpriv, iwlist
e

CONFIG_CFG80211_WEXT=y

CONFIG_WIRELESS=y

CONFIG_WIRELESS_EXT=y

CONFIG_WEXT_CORE=y

CONFIG_WEXT_PROC=y

CONFIG_WEXT_PRIV=y

LG PN Z o 7 T B AU A T AT IF, B DA T BEAE IR A B TR I L R S B

menuconfig ATBM_WIRELESS
tristate "Atbm Wireless Lan"
default m

if ATBM_WIRELESS
config ATBM_APOLLO
tristate "ATBM_APOLLO WLAN support"”
select CRYPTO
select CRYPTO_ARC4
select CRYPTO_AES
select CRC32
select AVERAGE
depends on !ATBM_MENUCONFIG
help

This is an experimental driver for the ATBM_APOLLO chip-set.
Enabling this option enables the generic driver without

any platform support.

Please select the appropriate platform below.

config ATBM_WEXT
tristate "support wireless wext"
select WIRELESS_EXT
select WEXT_PRIV
-~-help---
only, select WEIRELESS_EXT and WEXT_PRIV
!

if ATEM_}VIENUCONFIG || ATBM_APOLLO
choice
prompt "select which atbm Wi-Fi product will be used:ATBM&@1x,ATBM6@2x,default:ATBME@2x"
default ATBME@2x
depends on ATBM_MENUCONFIG || ATBM_APOLLO
help
Here,you must make sure which atbm Wi-Fi product you will want to use,ATBM6©1x,ATBM602x
config ATBMEO1x
bool "ATBME@1x chip"
depends on ATBM_MENUCONFIG || ATBM_APOLLO
help

W % M 1T make menuconfig #& W M i P % K OE . K OE &
drivers/net/wireless/Kconfig HHAIN wifi IXzh H XA 42:
i BT LR AT S N R A o
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ET
T WIRELESS

ection contains all the pr 11 and .11 wirel
e dri For a complete list of drivers and documentation
on them re o the wirel wiki:

http://wireless.kernel.org/en/users/Driy

1T WLAN

IX I i 75 2 AE N AZ AT T make menuconfig 2L E T :

.config - Linux/arm 4.9.37 Kernel Configuration

Device Drivers MNetwork device support Wireless LAN altobeam apollo sdio/usb WiFi

Arrow keys navigate the menu. <Enter= selects submenus ---= {or empty submenus ----). Highlighted lette
Pressing <Y= includes, <N= excludes, <M= modularizes features. Press <Esce<Esce> to exit, <?= for Help, =
Legend: [*] built-in [ ] excluded <M= module <= > module capable

- altobeam apolle sdioc/usb WiFi
< > ATBM_APOLLO WLAN support

ITITECE A, BEEYVARIEITIFT

- Device Drivers Ietm—nk device s.uwu'rt Wireless LAN altobeam apollo sdio/usb WiFi Search (wireless ext)

Symbol: WIRELESS_EXT [=y]

Type : boolean \
Defined at net/wireless/Kconfig:1 ~
Depends on: NET [=y] && WIRELESS [=y]

Selected by: GELIC WIRELESS [=n] && NETDEVICES [=y] && ETHERNET [=y] && NET_VENDOR TOSHIBA [=n] & GELIC_NET [=nl &

1.2 RBERE

(1) In# cfg80211.ko

insmod cfg80211.ko

I N L T

[/ext/demo]## insmod f1ibfmudu1e5fcf?80211.ku
cfg80211: Calling CRDA to update world regulatory domain
[fext/demo] ##

(2) fnZk atbm_wifi.ko

insmod atbm wifi.ko
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[/8xt/demo]## in3mod /ext/1ib/modules/atbm_wifi.ko
atbm_init_firmware
xxxx minstrel ht init
xxxx minstrel ht init
SVN_VER=901,DPLL_CLOCK=1,BUILD_TIME=
[no platform]:platform set power [1]
probe called
self->tx_hwchanId 0
Allocated hw_priv @ c6355300
atbm_before_Toad_firmware+

1

ISB-APOLLO==

.01
atbm_start_load_firmware++
atbm_start_load_firmware: used firmware.h=
atbm_start_load_firmware: START DOWNLOAD ICCI
atbm_load_firmware_generic: addr 0: len 2000
atbm_start_load_firmware: START DOWNLOAD DCC
atbm_load_firmware_generic: addr 800000: len 8000
atbm_after_load_firmware++
mdelay wait wsm_startup_done
wsm_caps. Firmwarecap 1 f1r'rvmar'e used old-rate policy
apollo wifi wsm init done.

Input buffers: 32 x 1632 bytes
Hardware: 7.21
WsM firmware [=MODEM=RF=ATHENA_B 2GHZ Jul 27 2018 11:46:49], ver: 5050, build: 2029, api: 1060, cap: 0x0001 Config[30004] expection 900b8b4, ep0 cmd addr 901dia0
FREFFEFFFEFFFFERROR: hmac cmd not use epo‘ Imac cmd use epo‘###################
atbm_firmuare_: wt theck send data ( 1)
apollo wifi : can'T open /data/.mac.im
efuse data is [Oxl 0x32,0x8,0xa,0x9, Oxlb 0x0,0x0,0x0: 0x0: 0x0:0x0:0x0:0x0]
ELOG_INIT len &
[atbm_wtd]:set w‘td
ushcore: reg1s(er‘ed mew 1nter~face driver atbm_wlan
[wrd] register.
[/ext/demol## |

(3) Ja3)wpa_supplicant

FY & wpa_supplicant.conf CAFHIHECE
— % wpa_supplicant.conf W& AN:
ctrl_interface SHUEMRIELFrIIEH
EE:
/ext/demo/run/wpa_supplicant X H—EEHFE, NMEETFBIE
A
ctrl_interface=/ext/demo/run/wpa_supplicant
SR WIRIC B N AR TR
update_config=1
RN TT A
wpa_supplicant -Dnl80211 -i wlane -C
/ext/demo/run/wpa_supplicant.conf &
IR N AZ S RE wext AT DL

wpa_supplicant -Dwext -i wlan®@ -c /ext/demo/run/wpa_supplicant.conf

JA LG BN LS AT BB — B 4 A L A
1. wpa_supplicant IE#ig{T
2. ifconfig "ILLEF| wlane #11

104 root 0 5w fusb_atbm_bh]
106 root 2816 S wpa_supplicant -Dwext -1 wlan0 -c /ext/demo/run/wpa_ hw_| —=hstartTx 0
112 root 2200 R ps hw_priv->scan. status 0

atbm_scan_work:end(0)

[/ext/demo]## atbm_hw_scan:if_id(0)
0 atbm_hw_scan:if_id(0}

ifcohw_priv->bstartTx
hwe_ pr"w »scan.status 0

atbm_scan_work:end(0) hw_priv-»bstartTx 0
nfig hw_priv->scan. status 0
ethD Link encap:Ethernet Hwaddr 08:00:20:49:32:60 atbm_scan_work:end(0)
UP BROADCAST MULTICAST MTU:1500 Metr atbm_hw_scan:if_id(0)

RX packets:0 errors:0 dropped:0 overruns:0 frame:0 hw_priv->bstartTx 0
[I:ackets 0 errors:0 drupped 0 overruns:0 carrier:0 hw_priv->scan. status 0
cnﬂ isions:0 txqueuelen:1000 atbm_scan_work:end(0)

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Interrupt:90 Base address:0xz2000 atbthw scan:if_id(0)

hw_priv->bstartTx 0

To Link encap:Local Loopback hw_priv-»scan. status 0
inet addr:127.0.0.1 Mask:255.0.0.0 atbm_scan_work :end(0)
UP LOOPBACK RUNNING MTU:65536 Metric:l atbhm_hw_scan:if_id(0)

RX packets:0 errors:0 dropped:0 overruns:0 frame:0 hw_| pr‘\v—>bstarth 0
[lxacke(s 0 errors:0 dr‘upped 0 overruns:0 carrier:0 hw_priv-»scan.status 0
corllisions 0 txqueuelen:0 atbm_scan_work: end(0)
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B) ﬁtbthw Sga” if_id(0)

. P — w_priv->bStartTx 0

wlan0 Link encap:Ethernet Hwaddr 00:12:34:68:3E:88

0P EROADCAST MULTICAST MTU:1300- Metrsc:l hw_priv->scan. status 0
x packets:0 errors:0 dropped:0 overruns:0 frame:0 atbm_scan_work :end(0)
[I)ackets:u errors:0 dropped:0 overruns:0 carrier:0 atbm_hw_scan:if_id(0)

cu1 isions:0 txqueuelen:1000 hw_priv->bstartTx 0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B) hw_priv->scan, status 0

atbm_scan_work:end(0)

[ exr /demalss B

(4) )83 dhcpc

udhcpc -i wlan@ &
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1.3  EEBEE

(1) &Eidwpa_cli E#&

a) & wpa_supplicant.conf .
ctrl_interface=/var/run/wpa_supplicant

b) wpa_cli -p/var/run/wpa_supplicant -iwlan®@

/ /1% wpa_supplicant.conf ¥WHEHAE network HIiEm N 0, & 2 4 network HIiE#H S 2
>add_network @ // in—1M45

>set_network @ ssid '"TP-LINK_64F8"' // &# Bi%EH:N ssid

oK

>set_network @ priority 9 // &BEMEK

oK

>set_network @ key mgmt WPA_PSK // & BLERINME H 2802 )7 =
oK

>set_network @ psk '"12345678"' // VIE K HAE

oK

>select_network @ // ikix4 id

oK

>enable_network @ // fHifEM%, WE JiX—F UG HNEIEREHE T
oK

(2) BB wpa_supplicant.conf %3 [HH]
i P B Ui e«

e R FE v st
|ctrl_interface=/var/run/wpa_supplicant|
e AR A4 root A1 A wea R E .
Mt ]

|# {§i [ wpa_supplicant SRHEHAIEFE AP

ap_scan=1

# (LI I : WPA-PSKk ZEABEGIE 730, PSK & ASCII A0 1E, BT AIkRIINE J7 2\ HK
VPR
network={
| ssid="simple"
psk="very secret passphrase
# DR, BRI FILACE)
priority=5
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# ST W EAHE, (HESR R R SSID A THHE CEF XTI EEIE 44 3% SSID [ AP 1)
a1 vk ap) [
[network={ .

| ssid="second ssid"

| scan_ssid=1]
| psk="very secret passphrase"
priority=2

HIE AR E bssid 1 ap
network={
ssid="second ssid"

psk="very secret passphrase"
bssid="AA:BB:CC:DD:EE:FF"
priority=2

# 8 WPA-PSK 5. FeVRH A BT S AR 7 A

network={

ssid="example"

proto=WPA
key_mgmt=WPA-PSK
pairwise=CCMP TKIP|

group=CCMP TKIP WEP104 WEP40
_psk=66b4be19da289-F475aa46a33cb793029d4ab3db7a23ee92382eb0106c72ac7bb
priority=2

}

# B SCE T CAE A WPA AT TEEE802.1X)
network={

ssid="plaintext-test"
key mgmt=NONE

}

# JLE WEP S5 EE T CIME ] WPA F1 TEEE802.1X)

network={

ssid="static-wep-test"

keyiﬂgmt=NONE
# 51508 L ASCIT %4
wep=key9="abcde"
# WA 5150 R TS
wep_key1=0102030405
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wep_key2="1234567890123"
wep_tx_keyidx=0 #XH#SHACEEH W41 wep_key,
priority=>5

}

4 It

Za)

= WEP )7 (F WPA Al TEEE8@2.1X), {# 3t =454 TEEE802.11 ¥ilf )i\
network={
ssid="static-wep-test2"
key_mgmt=NONE
wep_key@="abcde"
wep_key1=0102030405
wep_key2="1234567890123"
wep_tx_keyidx=0

priority=5
auth_alg=SHARED

}

# {E IBSS/ad-hoc 2% 11 F§ WPA-None/TKIP)
network={
ssid="test adhoc"
mode=1

proto=WPA
key_mgmt=WPA-NONE
pairwise=NONE

group=TKIP

psk="secret passphrase"

PRINIK) wpa_supplicant.conf [N N:

L ctrl interface=/ext/demo/run/wpa supplicant
2 update config=l

UG ) wpa_supplicant.conf I A N:

ctrl interface=/ext/demo/run/wpa supplicant
update config=l

network={
533id="TP-LINE &4Fg"™
BeE="12345678"

}

B sehc B 7 2L HE 5 wpa_supplicant N :

killall wpa_supplicant

wpa_supplicant -Dnl180211 -i wlane -C
/ext/demo/run/wpa_supplicant.conf &
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TEECEER LA EEER A LRI IP

[rext/demo] 4%

;/ext/demu]## wpa_supplicant -Dwext —i wlan0 —c Jext/demo/run/wpa_supplicant. con
&

[/ext/demo]## successfully initialized wp.Lsupp'hcan

rfkill: cannot oatbm_add_interface: vif->type 2, vif->p2p 0, addr 00:12:34:6b:3e:8b
pen RFKILL control device

[sTa]l slot time :20 us.

atbm_hw_scan:if_id(0)

hw_priv->bstartTx 0

hw_priv->scan.status 0

atbm_scan_work:end(0)

wlan0: Tr‘y1r\g toieee80211_mgd_auth: (34:96:72:f4:8a:8d)
associate with ieee80211_work_work: star‘t work ch(e)
34:96:72:F4:8a:8[wsm] Issue join commal

d (ssI 'a'ltnbeaatan]mn work:ch(e), chtype((]) if_id(0)
msz_2.4g" freq=2437 MHz)

ioct]1[SIOCSIWFREQ]: Device or resource busy

wlan0: Association requesatbm_join_work:enable combination mode
atbm_join_work:end

t to the driver failed

ieeeB0211_start (Drme(t1ng work:bssid(34:96:72:f4:8a:8d)
minstrel_ht_update_caps,739: TEEE80211_HT_CAP_SUP_WIDTH_20_40
atbmcnmﬁg: push gueue chantype change_work pending, joinstatus(3),chatype(2)
[sTa] arp ip filter enable: 0

atbm_channel_type_change_\ wor'k chatype(z) channeTnumber (6)

atbm_channel tyﬁe _change_ wurk 43

atbm_bss_info_c amged priv->htcap(1)

[5TA] Slot time :9

wlan0: Associated w1th 34:96:72:f4:8a:8d

down_eap_rate

ieeeB80211_work_work:reset work ch(6)

ieeeB80211_work_work:start work ch(6)

ieee80211_wk_connecting:connecting. tries(1)

down_eap_rate

wlan0: WPA: Key negotiation completed with 34:96:72:f4:8a:8d [PTK=CCMP GTK=TKIP]
wlan0: CTRL-EVENT-CONNECTED - Connection to 34:96:72:f4:8a:8d completed [id=3 id_str=]
ieeeB0211_wk_connecting:connecting. tries(2)

ieee80211_wk_connecting:connecting. tries(3)

ieee80211_wk_connecting:connecting. tries(4)

ieeeB0211_wk_connecting:connecting. tries(s)

ieee80211_wk_connecting:connecting. tries(6)

ieeeB0211_connecting_work_done

WR RIS 1P Hihl 75 28 )5 udhcpc
killall udhcpc
udhcpc -i wlano &

L/ BAL USmU | FF
[/ext/demo] #&

[/ext/demo]## udhcpc -1 wlan0

udhcpc (vl1.24.1) started

Setting IP address 0.0.0.0 on wlan0

sending discover...

down_bootp_rate

<WIFI> rx ampdu ++

cancel dhcg_retry_work

Sending select for 192.168.1.120cancel dhcp_retry_work

down_bootp_rate

cancel dhcp_retry_work

Lease of 192.168.1.120 cobtained, lease time 7200
setting IP address 192.168.1.120 on wlano

[sTAa] arp ip filter enable:
wsm_set_pm_indication
ieeeB0211_ifa_changed(wlan0) :IPv4 enable,end_time(97210)
ieeeB0211_cancle_connecting_work, (34:96:72:T4:8a:8d)
Deleting routers

route: SIOCDELRT: No such process
Adding router 192.168.1.1

Recreating /data/resolv.conf

Adding DNs server 192.168.1.1

Adding DNS server 192.168.1.1

[/ext/gemoj## ']
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[/ext/demo]##

[/ext/demo] ##

[/ext/demo]## ifconfig

etho Link encap:Ethernet Hwaddr 08:00:20:49:32:60

UP BROADCAST MULTICAST MTU:1500 Metric:l

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
™ ?ackets:o errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Interrupt:90 Base address:0x2000

1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:65536 Metric:l
R¥ packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

wlan0 Link encap:Ethernet Hwaddr 00:12:34:6B:3E:8B
inet addr:192.168.1.120 Bcast:192.168.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX¥ packets:586 errors:0 dropped:149 overruns:0 frame:0
™ ?ackets:S errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:60118 (58.7 KiB) TX bytes:1070 (1.0 KiB)

[/ext/demo]## ping 192.168.1.1

PING 192.168.1.1wsm_handle_tx_data:wsM_HT_TX_WIDTH_40M
(192.168.1.1): 56 data bytes

64 bytes from 192.168.1.1: seq=0 ttl=64 time=B.466 ms

64 bytes from 192.168.1.1: seg=1 tt1=64 time=1l.987 ms

MC

(3) i iwconfig FEEEA N B 2%
ToiEER: ssid WA P FRFRIES 2, PITE iwconfig PSS AEHT I In) @

i AE

iwconfig wlan@® essid “WIFI_SSID”

[/tmp]## iwconfig wlan0 essid "yzh_test™
[atbm_log]:ieee80211_check_country_limit_scan_2_4G_chan : scan_n_channals =
b

[atbm_log]:ieee80211_check_country_limit_scan_2_4G_chan : scan_n_channals
[atbm_log] :atbm_hw_scan:if_id(0)

[atbm_log]:atbm_hw_scan:scan, delay suspend

[atbm_log]:scan start band(0), (14)

[/tmpl## [atbm_log]:hw_priv->scan.status 0

[atbm_log] :atbm_scan_work:end(0)

[atbm_log]:wlanO:free authen bss ++

[atbm_log]:authen: (cc:08:fb:92:97:27),ssid(yzh_test)

[atbm_log] :wlan0: authenticated

[atbm_log] :wlanO:free authen bss ++

[atbm_log] :wlanO:free authen bss --

[atbm_log] :wlan0: associated

[atbm_log]: [cc:08:fb:92:97:27]:20M channel
[atbm_log]:ieee80211_recalc_ps:work busy

(4) ssid HA P CFERFRER L

wpa_supplicant (il 16 il 77 %%
AR ssid :

PIEIATS

P—3
T 24GNER @ EAR

BEgE : 07
EER yzh test¥

=g 12345678

& |
EEE (TP QiR aaEia dIVSE
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LALEM_ 104 ] i55 105 LFYUZ. 4 |55 TU_ITEM: [0] 40394437859

[atbm_log]:

[atbm_log]:ssid: [yzh_test4g ssid_len:[11] 797a685f74657374efbfas
[atbm_log]:

Fa+hm TanliceddaT=-1 +ac+rTeecdd Tam. T8l Ta83E~EFTAECTITA

Hrpryzh_test 7Nkl y: 797a685f74657374
Yt Nt y: efbfas
B4 wpa_supplicant.conf X4 5:

t;"éx{}'a‘éma}'mf'lj## cat wpa_supplicant. conf
ctrl_interface=/tmp/wpa_supplicant
ap_scan=1

network={
551d=797A685F74657374efbfas
psk="12345678"

I

wpa_cli #&E# 55

| fext /demo/witi |##

[/ext/demo/wifi]## wpa_cli -p /tmp/wpa_supplicant/

wpa_cli v_ATBM_2.6_0.1

Copyright (c) 2004-2016, Jouni Malinen <j@wl.fi> and contributors

This software may be distributed under the terms of the BsD license.
See README for more details.

selected interface "wlan0’
Interactive mode

> add_network 0

o

> set_network 0 ssid 797a685T74657374efbfas
0K
> set_network O psk "12345678"
oK
>
> list_network

network id / ssid / bssid / flags

0 yzh_test\xef\xbf\xas any [DISABLED]
> select_network 0

[atbm_log]:ieee80211_check_country_limit_scan_2_4G_chan : scan_n_channals = 14 ++++++++
0K
> [atbm_log] :i1eee80211_check_country_limit_scan_2_4G_chan : scan_n_channals = 14 --——-———-
[atbm_log] :atbm_hw_scan:if_id(0)

[atbm_log] :atbm_hw_scan:scan, delay suspend

[atbm_log] :scan start band(0), (14)
<3>CTRL-EVENT-SCAN-STARTED
> [atbm_Tog] :hw_priv->scan.status 0

[atbm_log]:atbm_scan_work:end(0)

<3>CTRL-EVENT-SCAN-RESULTS

<3>wPs-alatbm_log] :wlanO:free authen bss ++

P-AVAILABLE

<3>5ME: Trying to authenticate with cc:08:fb:92:97:27 (55ID="yzh_test\xef\xbf\xa5" freq=2412 MHz)
> [atbm_log] :authen: (cc:08:fb:92:97:27),ssid(yzh_testsE

[atbm_Tog] :wlan0: authenticated

<3>Trying to[atbm_Tlog]:wlan0O:free authen bss ++

associate with cc:08:fb:92:97:27 (sS5ID="yzh_test\xef'\xbf\xa5' freg=2412 mMHz)

> [atbm_Tog]:wlan0:free authen bss --

[atbm_log] :wlan0: associated

[atbm_log]:[cc:08:fb:92:97:27]:20M channel

[atbm_log]:ieee80211 _recalc_ps:work busy

<3I>Associated with cc:08:fb:92:97:27

<3=CTRL-EVENT-SUBNET-STATUS-UPDATE status=0

> [atbm_log]:ieee80211 recalc_ps:work busy

<3>WPA: Key negotiation completed with cc:08:fb:92:97:27 [PTK=CCMP GTK=CCMP]
<3>CTRL-EVENT-CONNECTED - Connection to cc:08:Tbh:92:97:27 completed [id=0 id_str=]

> [atbm_log]:ieee80211_wk_connecting: time out

1.4 FHEFEHE ssid 8] AP IHVE

AR ssid 1Y AP T EE1IEIXAS AP B ssid A 47, HUTNHR T
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(1) &L wpa_cli T

wpa_cli -i wlan® add network
wpa cli -i wlan0® set network =network i 55id

wpa _cli -i wlan@ set network =network i psk

wpa_cli -i wlan® set network =network i scan_ssid 1

wpa cli -i ; Ty . =network id= priority 1

(2) & iwlist B

He—PMMEENNLT |, (ERRLERIXNEE , B ivlist BIEEENAP, BiD(E | APESTRRETE
R, Bb iwlist ToiERE TSR,

R , ST REREEERAPRIETR. EMAL IR EEN e mAIME,
FEL‘,{{?H?‘%@;@i;EE’Ni?Z iwlist <my wireless_interface> scan essid <my fancy essid>

BTSN AR RIAEREE 1 S essid BY , IXWZET—2EAISSID,

HAENEXN - BERISSIDHEEIIZ 2.
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1.5 WEP EZEHEEE i

(1) BB 28 WEP BB BiEH

UNIE e
FLEFHITBOMIE, ZSHATUAHEEE
Xt wpa_supplicant BiE:
FLZA: auth_alg=SHARED
FFGAGE: auth_alg=OPEN
WEP FitgHA% 2
753 HI&ASCIT 1Y
K E: 64 7, 12817, 156 fi
FREARS SO 7S, 0 R RR A
64 f: EWKEA 10 17
128 fi: EWSKEA 26 17
156 f: EMSKEA 32 47
TR Oy ASCIT 5, o7 U ARAH K JE
64 f: EWSKEA 541
128 fi: EWSKEEA 13 17
156 fi: EWSKEA 16 1
HE:
Nt R R 2UFE wpa_supplicant.conf BHABEMING 5
ASCII fifbH % NR/EMMNE] 5.
B B R B E

(2) FEKBHEE, %K wpa_supplicant.conf KISHKE
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1. HEERMARA, oSk SRR 64 LD,
fERISEA 1, A N: 1234567890

X} wpa_supplicant.conf ECE A:
f7ext/demo/wifil## cat wpa.conf
ctrl_interface=/ext/demo/run/wpa_supplicant

ap_scan=1

#network=1{

# 55id="123"

# psk="12345678"

# ssid="yzh_test_1"
# psk="12345678"

#1

network={

55id="TEST#1"
key_mgmt=NONE
wep_key0=1234567890
wep_tx_keyidx=0
auth_alg=SHARED

wep_tx_keyidx=0 XNSH, ZSHAR KRB —LRE -
ZSHIBUETEE: o~3 XTNiffE % 1~4

2. JLERMHSER, - Nakm g SRR 152 (LT,
{H a5 2, FMHN: 12345678900987654321123456789009

B R

X B wpa_suppli.cant. conf L& N:
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TR
o wep_tx_keyidx {ERAET 24, RN 1

3. FFBOAIESER, 7S akm % 2R 152 724D,
1d 255 2, FibEHN: 12345678900987654321123456789009

% M) wpa_supplicant.conf it H:

R auth_alg ¥k A T A

4. JLEFREFSRA, ASSIC Mg zUEMEAZRMY 152 A %1,
248 3, AMAN: 1234567890123456
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1.6

1.7

Xt R ) wpa_supplicant.conf Bt & A:

[/ext/demo/wifi]## cat wpa.conf
ctrl_interface=/ext/demo,/run/wpa_supplicant
ap_scan=1

#networ k={
# ssid="123"

# psk="12345678"

# ssid="yzh_test_1"
# psk="12345678"

#3

network={
s5id="TEST#1"
key_mgmt=NONE
wep_key2="1234567890123456"
wep_tx_keyidx=2

' auth_alg=SHARED

ER T wep_key HIAAEH M ZE I T 3515 HIHREH
A i) wep_tx_keyidx=2

FEHE WPA3 INZE AP ik

(1) WILE

[*] Enable loader driver fast function
[ 1 Enable iwpriv some prive func
|[*] nable WPA3 support,but make sure the kernel support sae before enabled

(2) wpa_supplicant it B

2.7 A UL, HETEA A2 2.9 ik

YR F 1ibnl-3.2.5,0pss1-1.1.1,wpa_supplicant-2.9, g% i¥ DL A Adi FH 7
R ILSCRS (ATBM WIFI %3 WPA3 N5 % th % 148 F J7v2: . pd )

EREHE WU B B SRR E

wpa_supplicant

(1) BHINBR BN EENINE

L S b SR E O EE I S R R A e 77 08 [TWPA2-PSK-SHA256-CCMP] 11 -

SEIELLEU LHLErdLE  widno
open file:/tmp/wpa_supplicant_test//wlan® , client_socket_dir:(null)
bssid / frequency / signal level / flags / ssid
cc:@8:1b:92:97:27 2432 -27 [WPA-PSK-CCMP][WPA2-PSK-CCMP][ESS] \xe5\xb@\x8f\xed\xbd\x99AP
22:3a:7c:be:6c:4b 2437 =29 [WPA-PSK-CCMP][WPA2-PSK-CCMP][ESS] altobeam_2.4g
22:3a:7c:be:6c:4d 2437 -32 [WPA-PSK-CCMP][WPA2-PSK-CCMP][ESS] \x08\ x8e\xee\x20\ x08\xee\xe
58:41:20:b9:e4:d3 2462 -32 [WPA-PSK-CCMP][WPA2-PSK-CCMP][ESS] AXBIO-C233
62:41:20:b9:e4:d3 2462 -32 [WPA-PSK-CCMP][WPA2-PSK-CCMP][ESS]
©@:@e:1f:87:5d:4b 2472 -35 [WPA-PSK-CCMP+TKIP][WPA2-PSK-CCMP+TKIP][ESS] tel_test
80:e2:07:dB8:96:34 2437 -45 [WPA-PSK-CCMP][WPA2-PSK-CCMP][ESS] hm_test
58:fa2:84:086:99:¢cb 2462 -46 [WPA2-PSK-CCMP][ESS] TEST1
Fc:b5:9b:f@:7f:b2 2412 -57 [WPA-PSK-CCMP][WPA2-PSK-CCMP][ESS] TP-LINK_2.4G_7FB2
©@:9a:cd:89:d4:5¢ 2437 -61 [WPA-PSK-CCMP+TKIP][WPA2-PSK-CCMP+TKIP][ESS] HUAWEI-VK7LNJ
28:3b:82:84:3c:9b 2462 -72 [WPA-PSK-CCMP][WPA2-PSK-CCMP][ESS] test_apl
36:f7:16:53:13:¢ca 2472 -42 [WPA-PSK-CCMP][WPA2-PSK-CCMP][ESS]

:e3:13: [WPA-PSK-CCMP][WPA2-PSK-CCMP][ESS] eason_wifi

:bO: : [WPA2-PSK-SHA256-CCMP][ESS]

€c:2d:21:25:30:b1 2462 -47 [WPA-PSK-CCMP][ESS] \xee\xee
eB:e@:fc:f6:71:d9 2412 -57 [WPA2-PSK-CCMP][ESS] A31eKJW_Wi-Fis5
e@:e@:fc:b6:71:d4 2412 -56 [WPA2-PSK-CCMP][ESS] A31eKJu
4a:5f:99:2b:6f:77 2437 -6e [WPA2-PSK-CCMP][ESS][P2P] DIRECT-77-HP M184 LaserJet
28:d1:27:64:6c:aa 2462 -58 [WPA-PSK-CCMP+TKIP][WPA2-PSK-CCMP+TKIP][ESS] fdn_plus
28:6c:07:61:89:63 2417 -55 [WPA-PSK-CCMP+TKIP][WPA2-PSK-CCMP+TKIP][ESS] Bl
94:83:c4:06:11:2c 2462 -61 [WPA2-PSK-CCMP][ESS] 758s
4@:31:3c:d3:f8:7b 2452 -59 [WPA-PSK-CCMP+TKIP][WPA2-PSK-CCMP+TKIP][ESS] A3ee
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(2) wpa_supplicant EEEEK

1. %mi¥ wpa_supplicant T E X F ieee80211w

# IEEE 802.11w (management frame protection), alsoc known as PMF
# Driver support is also needed for IEEE 882.11w.
CONFIG_TEEE8@211W=y

2. fEwpa_supplicant.conf H.[Hhnfc &

/customer # cat wpa_supplicant.conf
ctrl_interface=/tmp/wpa_supplicant_test
update_config=1
network={

ssid="testlle"

psk="12345678"

- |
key_mgmt=WPA-PSK WPA-PSK-SHA256
ieee88211lw=1
}

fcustomer #
fcustomer #

1.8 AL

(1) EZEAS BB

a) ZFRHAF| IP
i. FWr wpa_supplicant &5 C&IE1T
ii. W WIFI 2R COLIERERE -, K LoG
1. SRS IEH &R EE)S wpa_supplicant fib-d &%
wpa_supplicant -Dnl180211 -i wlan@ -C
/ext/demo/run/wpa_supplicant.conf -d&
iii. AW udhepe &1 E&IsfT
b) #E# A L SSID &t K% i A%, B R FAE & patch, & ZE K
wpa_supplicant 565

(2) Ifconfig wlan@ up AR

47 ifconfig wlane up & 4 ifconfig:SIOCSIFHWADDR: Cannot
assign requested address

AT ifconfig -a:
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IP Hhhbsy N =25 %, BRI,

J ¥ FF:FF:FF:FF:FF:FF.

HIE: 7RGt 1, W47:72:65:65:6e:00,
47 e —Ahise 1.

Bk 5 FViR)E A e, W1 48:72:65:65:6€:00.
O HhE O 48 A2 XA ) T .

7] RN 2 >
IEEE 802 & X MAC i Ny

| ccccccug ccccccee cccceecee | XXXXXXXX XXXXXXX XXXXXXXX |

i ug ] mac Huhk$7.

u:

@: i1 IEEE 457 ID 4t H I

1: AHhE
g:

0: ik

1. 2k

W2 12 £ MAC ik 73 9 PUSE,  d A A e
AN
0| 4| 8| C: (00 G —EHIEIE MAC
1|5]9]|D: (0D G—EHEINZHHE MAC
2| 6| A E: (10) AHEHEIHEIE MAC
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3|17 | B | F: (11 AHEHKZIE MAC

FH T BT 0F ADSL 2% FH S IXFE I I 28 280y, — MRAE AR 48— &7 BRI 543 MAC
Pl 02:10:18:01:00:01 5¢# (11:01:18:00:00:30) N LA MAC,
ST Re R, B P 264 R IE IR

MXtF 00:25:5E:08:DE:43 IXFEM MAC BEHIA N2 R

(3) Wpa_supplicant f#f WEXT 8.0, Wpa_cli HFEHFIT—EERK

B AT wpa_cli  scan &3THD:
ioctl[SIOCSIWSCAN]: Invalid argument
I HAEWIUE1L wpa_supplicant RN RFTEN:
WEXT: SIOCSIWAUTH(param 7 value ©x1) failed: Invalid
argument)
AR
T ATBM wifi #Kifi cfg80211 #itk, wpa_supplicant Hffiar4d &%
TR4F] cfg80211, cfg80211 FiALLA KA B T4 .
Z kA R B wpa_supplicant IEH4FE socket ioctl F| cfg80211,

g 74 2£ 09 08 w__
9 CTRL IFACE GLOBAL INTERFACE ADD 'wlang WeRE  /var/gmp/wpa_supplicant/

0 Initializing interface 'wlan0' gonf 'N/R' driver 'ggxf' ctrl interface '/var/fmp/wpa supplicant/' bridge 'H/A’
1 WEXT: cfg802l1l-based driver detected
2 weEk: interface wlan0 phy: phy0 *_
3  rfkill: Cannot open RFKILL control device

WEXT: RFRILL status not avallable

IOR:N0:10.A820 infn task WSP HS ALRN HStask.c:1A74lwait =th dhen ok 9

E2IEN ioct]l ARMMBHNIER, PrUBIGE R &5 2 WIZII R A TIT 58

47

U be P
U :5;
0 COR
0 =:{e
0
0 sU
: D 80 0D 0
D B0 D OPER AR 0
0 50 ! A 0 0 0
U SU L) =
0 5U A ® DE 0
O U RDA PPOR
CONFIG_CFG8021 1s /not se
g D [BS( 0 -
D ACB0
D 50
D 80
D 5
> D ACS0 ® 1 0
D SU R D
D ACSU H D A =
0 ACSU D

Aafail - (@ start proberea @ open._softap & stop probereq | G close softap, | G mount_nfs | & netinit @@ mount hb Q3 setenv. Q) up ust (3 mount sd
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21 K A N % CONFIG_CFG80211 WEXT 2 9% JF, 4T JF % L5 5 3 4 %
cfg80211 LA S ATBM UK m] LAIEH T H 1 -

(4) Wpa_cli $14T—HE Failed to connect to non-golbal ctrl_ifname:(nil)

error:No such file or directly

JR A wpa_cli THEAZIAT UAEH IR, 230 F-1i wlane giif 1
Wpa_supplicant.conf WHEN:

ctrl interface=/ext/demo/run/wpa supplicant
update config=l

network={
23id="TP-LINE &4Fg"™
pa3kE="12345678"

wpa_supplicant BTa4 N:

‘wpa_supplicant -Dnlo211 -iwlan® -c wpa_supplicant.conf -B

wpa_cli e 4N

‘wpa_cli -p /ext/demo/run/wpa_supplicant -i wlan®
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2 AP MODE

2.1 WEBEFTHWOTFERATMFE iwconfig, iwpriv, iwlist
e

CONFIG_CFG80211_WEXT=y
CONFIG_WIRELESS=y
CONFIG_WIRELESS_EXT=y
CONFIG_WEXT_CORE=y
CONFIG_WEXT_PROC=y
CONFIG_WEXT_PRIV=y

2.2 RB3mE
(1) 1n#k cfg80211.ko . STA MODE &4
(2) 1n#k atbm_wifi.ko W STA MODE ¥4

(3) J83h hostapd

— % hostapd.conf NUITFEE: ssid : atbm6022 password:12345678

interface=p2Zp0
#bridge=br0

ctrl interface=/ext/demo/run/hostand/
ctrl interface group=0
driver=nl80211
ieeeB021in=1
S531d=0TEM WIFI LF
hw_mode=g

channel=%

macaddr acl=0

auth algs=1

ignore broadcast_ssid=0
WRa=2
wWpa_passphrase=12345678
wWpa_ key mgmt=WPL-PSKE
wpa_ _pairwise=CCHFP
r=zn_pairwise=CCHME

#ht_ capab=[HT40-]
#beacon_ int=200
wpa_group rekey=0
max_nam_sta=ﬂ

WENHT40 SHILEWT
ht_capab=[HT40-][HT40+]
HT40 BCEi5AR :
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chan/freq ht_capab
1~4 [HT40+]
5~7 [HT40+]8& [HT40- |E(Z& [HT40+] [HT40- ]
7~13 [HT40-]
2380 [HT40-]
2504 [HT40+]

s ZUCE AN B wpa=0 Rl ]
1217 hostapd:

hostapd -B /ext/demo/run/hostapd.conf &
T E-d: debug HI=E

hostapd -B /ext/demo/run/hostapd.conf -d&

(4) J83h dnsmasq/dhcpd —i%&—

2.2.4.1 dnsmasq F

dnsmasq interface=wlano --no-daemon --no-resolv --no-poll
--dhcp-range=192.168.100.2,192.168.100.254,12h
--dhcp-authoritative --no-ping &

HOE A S HE

--dhcp-authoritative A[FE[FE—ME, dnsmasq B4 Ki% NACK, HEFEH LR
--no-ping fEKi% dhcp offer A4x/kik ICMP 3L, IEHEHFE IR

[EE]
XA EATEAMH dnsmasq. conf, 7E R4t H#k 3] dnsmasq. conf ELFEME.

2.2.4.2 udhcpd 53

ifconfig wlano@ 172.14.10.1
udhcpd -S udhcpd.conf

udhcpd. conf:

option domain local

option lease 864000
max_leases 52

start 172.14.10.2

end 172.14.10.254

interface wlan@

opt dns 0.0.0.0

option subnet 255.255.255.0
opt router 172.14.10.1
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IR FELETALER: | wifi [FREE L 4G 4.
udhcpd. conf:

2.3

option domain local
option lease 864000
max_leases 52

start 172.14.10.2
end 172.14.10.254
interface wlan®

WEP JIN% 7 AL E

(1) WPA/HT HIRM &

#ieee80211n=1

#wpa=2

#wpa_passphrase=12345678
#wpa_key_mgmt=WPA-PSK WPA-PSK-SHA256
#wpa_pairwise=TKIP CCMP
#rsn_pairwise=CCMP

#ieee80211w=2
#group_mgmt_cipher=AES-128-CMAC
#tpeerkey=1

#ht_capab=[HT40-]

#wpa_group_rekey=0

(2) WEP IN#AECE

Hostapd.conf:

interface=p2po

ctrl _interface=/tmp/hostapd
ctrl_interface_group=0
driver=nl180211
ssid=IPC_123456

hw_mode=g
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channel=1

macaddr_acl=0
ignore_broadcast_ssid=0
#wep config start
auth_algs=1
wep_default_key=0
wep_key0="12345"

#wep config end

(3) WEPECE UL

auth_algs = 1 opensyskey FHEINES R
2 shared key F:EFBHAFT R
wep_default_key BUETEREN: o~3

XF R T P94 key:

#twep_key0=123456789a

auth_algs

#wep_keyl="vwxyz"
#wep_key2=0102030405060708090a0b0cod

#wep_key3=".2.4.6.8.0.23"

1R wep_default_key=0, fXFEfHH wep_keyo

IR wep_default_key=1, XFEMH wep_keyl

1R wep_default_key=2, fRFEMF wep_key2

R wep_default_key=3, XFEFEF wep_key3

wep_key A PATC B A& BE BR A
MREEN 16 HHMAKER: 10 , 26 , 32 =MKE
WREENTRERAKER: 5, 13, 16 =ZMKE

2.3.3.1 2445 U B

wep_default_key=0 fXFEfEH wep_keyo HXX
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wep_keyo BC BN 16 B4 10 fr35AY.

wep_key0=123456789a

sta I FOIFC & :

wpa_supplicant.conf:

network={
ssid="IPC_123456"
ket _mgmt=NONE
auth_algs=OPEN # OPEN FFCiAIEJ 5 : SHARED J:=2Fh4H 75 =
wep_tx_keyidx=0

wep_key0=123456789a

wep_keyo BLE A 16 B 26 A T:
wep_key0=1234567890123456789abcdef
sta W L B -
wpa_supplicant.conf:
network={
ssid="IPC_123456”
ket_mgmt=NONE
auth_algs=OPEN # OPEN JF/{CiAIEJ = : SHARED JL:=2FhEH 77 =
wep_tx_keyidx=0
wep_key0=1234567890123456789abcdef
}
wep_keyo AL B A 16 3] 32 18RS
wep_key0=123456789012345678901234567890123456
sta I FEC & :
wpa_supplicant.conf:
network={
ssid="IPC_123456"

ket _mgmt=NONE
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auth_algs=OPEN # OPEN JFJ/SCAIE /720 : SHARED Jt:=2fihH 7
wep_tx _keyidx=0

wep_key0=123456789012345678901234567890123456

}
wep_key®o ELE AFRFH 5 AL 2R:

wep_key0="12345"

sta I FOIFC & :

wpa_supplicant.conf:

network={
ssid="IPC_123456"
ket_mgmt=NONE
auth_algs=OPEN # OPEN JF/SCINIE/730 : SHARED :=2fihH 730
wep_tx_keyidx=0
wep_key0="12345"

}

wep_key®o EL B AF AP 10 AL 2RY:

wep_key0@="1234567890"

sta I FRI L & -

wpa_supplicant.conf:

network={
ssid="IPC_123456"
ket_mgmt=NONE
auth_algs=OPEN # OPEN JFJSCAIE/ 30 : SHARED JL=fih%H 77 X
wep_tx_keyidx=0

wep_key@="1234567890”

wep_key®o L E AF R 16 AL 2ER:
wep_key0="123456789abcdef”

sta ¥ L & :
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wpa_supplicant.conf:
network={
ssid="IPC_123456"
ket_mgmt=NONE
auth_algs=OPEN # OPEN JF/SCINIEJ720 : SHARED Jt=2fihgH 7=
wep_tx_keyidx=0
wep_key@="123456789abcdef”

}
2.4 WPA3 IIZE FREE

hostapd % 2.7 AL L, HATMAMZ 2.9 A

TR B Y1k 1ibnl-3.2.5,0pssl-1.1.1,hostapd-2.9, % i¥ LA S i F 77 =00 SR
(ATBM WIFI iz WPA3 I i% th 4% S 777%  pdF)

2.5 WFEIHM

(1) hostapd BEIRM

a) WEWE 11 MLEREE

Toik R E 11 FIERFN cfgge21l i 1 [RHI T3, FEE cfgse211.

(CRE W IR
7f kernel/net/wireless/reg.c 237 {7 AR E
RS —DE kIR R AR, "TLUK hostapd [MfEERE N
12/13
RS AR IR MM AL &, AT hostapd MfEIEIRE N 14
HEME B 75 B B AR 40, {3 cfg8e211 7 £F HT40
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n_reg_r

.alph

REG_RULE(

REG_RULE(

REG_RULE(

REG_RULE (
N

AN

b) Hostapd A 14 {FiE HfgicfT g
T EZ B hostapd J5AS, X RJEAGAL B 40F -
hostapd/src/ap/ hw_features.c %8 FEEREM

int hostapd_select_hw_mode(struct hostapd_iface *iface)

{

int i;

if (iface->num_hw_features < 1)
return -1;

if ((iface-rconf->hw_mode == HOSTAPD MODE_IEEES8211G |

iface->conf->ieeeBB2lin || iface->conf->ieeeB821lac) &8
iface-rconf-:channel == 14) {
wpa_printf(MSG_INFO, "Disable OFDM/HT/WHT on channel 14"};
P //iface->conf->hw_mode = HOSTAPD MODE_IEEEZ8211E;

f/iface->conf->ieee8821ln = @;
iface-»conf->ieeedBd2llac = 08;

¥

iface-»current_mode = NULL;
for (1 = @; 1 < iface-»num_hw_features; i++) {
struct hostapd_hw_modes *mode = &iface-rhw_features[i];

if (mode-*mode == iface-rconf-:hw_mode) {
iface-rcurrent_mode = mode;
break;

¥

(2) Z/REES LR
HEAN T A 5
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2 dnsmasqg: failed teo load names from /etc/hosts: No such file or directory
4 __Using interface p2p0 with hwaddr 00:12:34:4d:24:53 and soid "atbm 6022"

random: Cannot read from /dev/random: Resource temporarily unavailable

random: Not enough entropy pool available for secure operations
WPA: Not enough entropy in random pool for secure operations — update keys later when the first station connects

10§ random: Only 0/20 bytes of strong random data available from /dev/random

TCEM Up IS5 PEECONTETEN CISEY WEEE PZp SUN tE
110 atbm clear wpas_p2p 40M ie:filter index(0)

1 atbm_clear wpas_p2p 40M ie:htcap ie == NULL,len(85),pkg len(121)
[BH] wakeup.

[BH] wakeup.

[BH] wakeup.

atbm_start_ap:start.channel_type, (1), channelNumber (1)

[BH] wakeup.

117  [BH] wakeuo.

Tt B 2 R U AL
AR rid#E1EE: (hostapd Joi 3 Ja A R AE DX T8RS EEA L@y
Z .docx)

7

RV TT LB PR

1.7EiZ4T hostapd /wpa_supplicnat BEL#EATUIT fird
rm -f /dev/random

In -s /dev/urandom /dev/random

2. 8% hostapd J5H5:
src/crypto/random.c FEAE
4

_h
Q
]

open(“/dev/random”,0 RDONLY|O_NONBLOCK)

_h
Q
1l

open(“/dev/usrandom”,0_RDONLY|O_NONBLOCK)

if (dummy_key_avail == sizeof(dummy_key))
return 13 /* Already initialized - good to continue */

Vi
* Try to fetch some more data from the kernel high quality

* [dev/random. There may not be enough data available at this point,
* so use non-blocking read to avoid blocking the application

* completely.

*

|fd = open("/dev/random", O_RDONLY | O_NONBLOCK);
//fd = open("/dev/urandom”, O_RDONLY | O_NONBLOCK);
if (fd < 0) {
wpa_printf(MSGiERROR, "random: Cannot open /dev/random: %s",
strerror{errno));
return -1;

2 }

241:

242: res = read(fd, dummy_key + dummy_key_avail,

243 sizeof(dummy_key) - dummy_key_avail);

244: if (res < 0) {

245: wpa_printf(MSG_ERROR, "random: Cannot read from /dev/random: "

"%s", strerror(errno));

res = 0;

m

wpa_printf(MSG_DEBUG, "random: Got %u/%u bytes from "
"/dev/random", (unsigned) res,
(unsigned) (sizeof(dummy_key) - dummy_key_avail));
dummy_key_avail += res;
close(fd);

if (dummy_key_avail == sizeof(dummy_key)) {
if (own_pool_ready < MIN_READY_MARK)
own_pool_ready = MIN_READY_MARK;
random_write_entropy();

(3) ®E niE, HT40

B, EFIEIL N EIEFIN hostapd S HFE#H % CONFIG_IEEE80211N=y
54, BB hostapd.conf HEhnin T S%k.

ieee80211n=1

ht_capab=[HT40-]

SRAULIIT
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=4, X-PHEHBRPAT, WRBEEITERK HT40, TEMEI hostapd Jkfd,
Hostapd/src/ap/hw_features.c Nt A%

static void ieee88211n_check_scan(struct hostapd_iface *iface)

1
struct wpa_scan_results *scan_res;
int oper4@;
int res;
=] int fix4e = 1;

'* Check list of neighboring BSSes (fr

allowed per IEEE Std 862.11-2812, 16.

) to see whether 48 MHz is

iface-»scan_cbh = NULL;

scan_res = hostapd_driver_get scan_results(iface->bss[@]);

if (scan_res == NULL) {
hostapd_setup_interface_complete(iface, 1);

=) return;

Jelse if(fix4e){
wpa_scan_results_free(scan_res);
hostapd_setup_interface_complete(iface, @);
return;

}

if (iface-»current_mode->mode == HOSTAPD_MODE_IEEES@211A)
oper4@ = ieee8@21ln_check 4@mhz_Sg(iface, scan_res);
else
oper4@ = ieee8821ln_check_4@mhz_2g4(iface, scan_res);

SRS, QPO S

(4) F\ERIREAE 1P

%—5, Wi\ dnsmasq/udhcpd 4F5E M) IP Hubk @AMl ifconfigwifi #2100 IP
HHETE [F]— A9 Bt
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5 4, W B fE A ) /etc/dnsmasq.conf [ /etc/udhcpd.conf ), & &
dnsmasq.conf [udhcpd.conf] WAEANER dnsmasq Ludhcpd]) BT HEE, Kl
IP MBI E R —H,

(5) nl80211:set key fail error = -22

=eT ranaomness: JER=Lv ENCIopY=u
random from os_get_random - hexdump(len=1€): [REMOVED]
random mix_pocl - hexdume(len=20) : [REMOVED]
random from internal poel - hexdump(lep=1&): [REMOVED]
mixed random - hexdump(lep=16): [REMOVED]
CTE - hesdume (len=22): [REMOVED]
WPA: group state machine entering state SETEEYSDONE (VLAN-ID 0)
wpa_driver nl80211 set_key: jfindex=7 (pZpl) glg=Z addr=0x4b7&0 key idwx=1 set_tx=1 seq_len=0 key len=3Z
nlg0zll: KEY DATA - hexdump(len=32): [REMOVED]

broadcast key
nl80211: set_key failed; err=-:Z Invalid argument) b—-——
WPA: group state machine entering state FATAL FAILURE
pZp0: Flushing old station entries
nl80211: flush -> DEL_STATICN pip0 (all)
pipl: i 2ll stations
nlB80211l: send mlme - dg= ££:£f:
nl80211: send mlme -> send frame
nl80211: send frame - Use hgs->fregq=2437
nls80211: send frame(freg=2437 hgs->fregq=2437) - send monitor
5 wpa_driver_nlB802Z11 set_key: ifindex= 2p0) glg=0 gddr=inil) key_ idw=0 set_tx=0 seq_len=0 key_ len=0
wpa_driver_nlB80Z11 set_key: ifindex= 2p0) 3lg=0 addr=(nil) key_idwx=1 set_tx=0 seg_len=0 key_len=0
wpa_driver_nl80211_set_key: ifindex= 2pl) 3lg=0 zddr=i(nil) key_idwx=2 set_tx=0 seg_len=0 key_len=0
5 wpa_driver_nl80211_set_key: ifindes=7 (p2p0) alg=0 agdr=(nil) key_idw=3 set_tx=0 seq_len=0 key_len=0
€ hostapd_free_hapd data (pZp0)

£ ppagk=0 freq=0 no_cck=0 gfichanck=0 wait_time=0 fg=0xc0 (WLAN_FC !

IR T
FIFFNAZIN . config FBCE % : CONFIG_CRYPTO_ARC4=y

¥ Are you swure your Fermel fas COAFE CRFPRD ARCS=p-?

Indeed, the arcd module iz enabled az & module in the kernel but not
deployved in my filesystem.

I added it and my error message is gone. I will test on several WiFi
routers tonight.

Question:

How could I heve lmow that thiz module iz needed? I zee not dependencies
to the arcd crypto. What did T miz=?

I now needed to get deep into the zource code to find the origin

Are there ary more crypto’ =z I need for other routers?

Met wriemdeliijke groet / With kind regards,

Richard Enoop (richard. kmoop st ibb.nl), Ingenieursturo Balwers BV
Tel +31 T2 E76 2GB52
Newtonstraat 2¥, 170458 Heerhugowaard, Netherlands

(6) hostapd.conf B ssid FEIKHEHE
?i:ﬁi log ﬁﬂ—F:
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random from internal pool - hexdump{len=16): [REMOVED]
mixed random - hexdump(len=32): [REMOVED]
GMK - hexdump(len=32): [REMOVED]
lcet_randomnessITE] add. sTAcT

atbm_upload_beacon: hidden ssid with ssid len 0 not supported |

L cac nmere g

: len=32 entropyWARNING: CPU: 0 PID: 102 at /usr/lchome/yuzhihuang/Mstar/IPC_I
Modules Tlinked in: atbmé02x_wifi_usb(0) cfgB0211 usb_storage ehci_hcd usbcore
CPU: 0 PID: 102 Comm: hostapd Tainted: G [s] 3.18.30 #27
[«co00faad=] (unwind_backtrace) from [<c000e2e3>] (show_stack+0xb/0xc)
[<c000e2e3>] (show_stack) from [«c0015c71>] (warn_sTowpath_common+0x45/0x60)
[«c0015c71>] (warn_slowpath_common) from [<c0015ce3>] (warn_slowpath_null+0xf/
=0

random from [<c0015ce3>] (warn_s]owgath_nu11) from [<bf939f45=] (atbm_bss_info.
os_get_random - [<bf939f45>] (atbm_bss_info_changed [atbm&02x_wifi_usb]) from
hexdump(len=32) : [<bf911e01>] (ieee80211_bss_info_change_notify [atbm602x_wifi_
[REMOVED]
rand[<bf9206b9>] (ieee80211_config_beacon [atbme02x_wifi_usb]) from [«bf921711
om_mix_pool - he[<bf921711>] (ieee80211_start_ap [atbm602x_wifi_usb]) from [<b
[<bf8f8&fb>] (n180211_start_ap [cfg80211]) from [«c019a88f>] (genl_rcv_msg+0x1l
[«c019a88f>] (genl_rcv_msg) from [<c019a179>] (netlink_rcv_skb+0x2f/0x64)
[«c019a179>] (netlink_rcv_skb) from [<c019a6ff>=] (genl_rcv+0x15/0x26)

Flerml QarFF-1 frand e Froam Teorn100AR2T FratTdml vmd ractrofvek /Mwl Ba’y

SR

fgnore_broadeca

B ssid IS 2 ignore_broadcast_ssid.

K2 hostapd. conf XIZEIULH], WE 1, B4 IKINNSH ssid KIEEREE
N e, i ATBM IR Un FiBEIfE N ssid_length=0, 2 S EURENHI W A HikE .

LR B X NS E N 2, 2% beacon BRI ssid 75 0, ssid_legnth
ERAARN, XFETIREh A REIEH TAE.

(7) $ATT @4, hostapd ERE BT

Hostapd H & X 7155 AT R %L

#ifndef CONFIG_NATIVE_WINDOWS

I eloop register signal(SIGHUP, handle reload, interfaces);| I
eloop_register_signal(S5IGUSR1, handle_dump_state, interfaces);
#endif /* CONFIG_NATIVE_WINDOWS */
eloop_register_signal_terminate(handle_term, interfaces);

#ifndef CONFIG_NATIVE_WINDOWS
openlog("hostapd", ©, LOG_DAEMON);
#endif /* CONFIG_MNATIVE_WINDOWS */

M E WA AN
Kill(hostapd_pid,SIGHUP);
Hostapd_pid : hostapd izfTiERMI#ES
&4 src/ap/hostapd.c () hostapd_reload_config pR%(:
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an el —= aweeg

return -1;
hostapd_clear_old{iface);

oldconf = hapd-»iconf;
iface-»conf = newconf;

for (j = 8; j < iface-»num_bss; j++) {
hapd = iface->bss[j];
hapd->iconf = newconf;

I

hapd->iconf->channel = cldconf->channel;
hapd->iconf->acs = oldconf-racs;
hapd->iconf-»secondary_channel = oldconf-»secondary_channel;
hapd-»>iconf->ieee88211ln = oldconf->ieee8@21ln;
hapd->iconf->ieeed@821lac = oldconf->ieeeBB21lac;
hapd->iconf->ht_capab = oldconf->ht_capab;
hapd-»>iconf->vht_capab = oldconf-»vht_capab;
hapd->iconf->vht_oper_chwidth = oldconf->vht_oper_chwidth;
hapd->iconf->vht_oper_centr_freq_seg@_idx =
oldconf-»vht_oper_centr_freq_seg8_idx;
hapd->iconf-»>vht_oper_centr_freq_segl idx =
oldconf->vht_oper_centr_freq_segl idx;

hapd->iconf->channel = newconf->channel;]
hapd->iconf->acs = newconf-racs;
hapd->iconf-»secondary_channel = newconf-»secondary_channel;
hapd->iconf->ieee88211ln = newconf->ieee8@211n;
hapd->iconf->ieee882llac = newconf->ieeedB2llac;
hapd->iconf->ht_capab = newconf->ht_capab;
hapd-»>iconf->vht_capab = newconf-»vht_capab;
hapd->iconf->vht_oper_chwidth = newconf->vht_oper_chwidth;
hapd->iconf->vht_oper_centr_freg_segh idx =
newconf->vht_oper_centr_freq_seg@_idx;
hapd->iconf-»vht_oper_centr_freq_segl idx =
newconf->vht_oper_centr_freq_segl idx;

hapd->conf = newconf->bss[j];
hostapd_reload bss(hapd);

-num_bss; ...

hostapd_config_free(cldconf);

(8) hostapd EATHER, FHE#E L TIHRRIERL TCP E#
ﬁﬂﬁ_fﬂﬁﬂ?%ﬁ:

- aila-1
* listen interval=10
* flags set=0x6& mask=0x6
p2p0: STA b0:el:7e:13:3£:a7 IEEE 802.11: binding station to interface 'p2p0'
nl80211: p2p0[4]: set_sta_vlan(bO:el:7e:13:af:a7, ifname=p2p0[4], vlan_id=0)
nlB0211: Set STA flags - ifname=p2p0 addr=b0O:el:7e:13:af:a7 total_ flags=0x5 flags_or=0x5 flags_and=0xfffffff5 authorize
p2p0: STA bl:el:7e:13:af:a7 RADIUS: starting accounting session 03708603-00000000
IEEE 802.1X: Ignore STA - 802.1X not enabled or forced for WPS
hostapd new_assoc_sta: reschedule ap handle timer timecut for bO:el:7e:13:af:a7 (1 seconds — ap max inactivity)
nl80211: Event message available
nlB0211: Dry Event 19 (NLB0211 CMD NEW STATION) received for p2p0
nl80211: New station bO:el:7e:13:af:a7
ap_handle_timer: b0:el:7e:13:af:a7 flags=0x80a3 timeout_next=0
p2p0: Station bO:el:7e:13:af:a7 has been active 0s ago
ap_handle_timer: register ap handle timer timeout for b0:el:7e:13:af:a7 (4 seconds)
iee=80211 phy0: Multicast delivery timeout.
= : DHCPDISCOVER(p2p0) bO:el:7e:13:af:a7
DHCPOFFER (p2p0) 152.168.0.131 bO:el:7e:13:af:a7
DHCPDISCOVER (p2p0) b0:el:7e:13:gf:a7
DHCPOFFER (p2p0) 1$2.168.0.131 bO:el:7e:13:af:a7
DHCPDISCOVER (p2p0) b0:el:7e:13:af:a’l
DHCPOFFER (p2p0) 1$2.168.0.131 bO:el:7e:13:af:a7
DHCPREQUEST (p2p0) 152.168.0.131 bO:el:7e:13:53£:a7
DHCPACK (p2p0) 1%2.168.0.131 bO:el:7e:13:3£:a7 HUAWEI Mate 10 Pro-513400
ap_handle timer: bO:el:7e:13:af:a7 flags=0x80a3 timeout next=0
p2p0: Station bO:el:7e:13:3f:a7 has been active 0s ago
ap_handle_timer: register ap_handle_timer timeout for bO:el:7e:13:af:a7 (7 =econds)
ap_handle_timer: b0:el:7e:13:af:a7 flags=0x80a3 timeout_next=0
p2p0: Station bO:el:7e:13:af:a7 has been inactive too leng: 1 sec, max allowed: 1
Polling STA
'L nlB0211l: send mlme — da= bO:el:7e:13:af:a7 noack=0 freq=0 no_cck=0 gffchappk=0 wait time=0 £5=0x248 (WLAN FC_STYPE_NULI

1A | hostapd.conf FCEWIT:
interface=p2po

herem

{H
i

ctrl_interface=/var/run/hostapd
ctrl_interface_group=0
driver=nl180211

ssid=1lyx

hw_mode=g

channel=11

macaddr_acl=0

auth_algs=1
ignore_broadcast_ssid=0
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rsn_pairwise=CCMP
ap_max_inactivity=1

ZICE D, IR DL R A s B s Rk
IERBCEW T

interface=wlan®@

#bridge=bre

ctrl_interface=/tmp/hostapd/
ctrl_interface_group=0

driver=nl80211

ieee80211n=1

#ht_capab=[HT40+]
#beacon_int=200
ssid=Sstar_ ATBM_TEST
hw_mode=g

channel=1

macaddr_acl=0
auth_algs=1
wpa_group_rekey=0
ignore_broadcast_ssid=0
wpa=2
wpa_passphrase=12345678
wpa_key_mgmt=WPA-PSK
wpa_pairwise=CCMP
rsn_pairwise=CCMP

(9) SFEH BN R
IFRRCA I BRE], ap BT ASCR 4, LA 2 amil M2 e agsid 7.

7f hal_apollo/mac80211/tx.c B, BHBCNIIF:
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.o return TX_CONTINUE;

if (tx->sta)
" assoc = test_sta_flag(tx->sta, WLAN_STA_ASSOC);

if (likely(tx->flags & IEEE88211 TX UNICAST)) {
h> if (unlikely(lassoc &&
tx->sdata->vif.type != NL80211_IFTYPE_ADHOC &&
ieee80211_is_data(hdr->frame_control))) {
#ifdef CONFIG_MACS©211 ATBM_VERBOSE_DEBUG
atbm_printk_debug( "%s: dropped data frame to not "
"associated station %pM\n",
tx->sdata->name, hdr->addrl);
#endif /* CONFIG_MAC80211 ATBM_VERBOSE_DEBUG */

@ include <linux/bitmap.h>
4 include <linux/rcupdate.h>
@ include <linux/exporth>
4 include <net/net namespace.h>
@ include <net/iece80211_radiotaph>
@ include <net/cfg80211.h>

4 include <net/atbm_mac80211.h>

@ include <asm/unaligned.h> 1802_DEBUG_INC(tx->local->tx_handlers_drop_not_assoc);
4 include <linux/udp.h= return TX_DROP;

-8 include <net/ip.h>

4 include "ie=e80211_ih" } else {

-4 include *driver-ops.h” if (unlikely(ieee88211 is_data(hdr->frame_control) &

4 include "led.h" I tx->local->num_sta

tx->sdata->vif.type != NL80211_IFTYPE_AP &&
tx->sdata->vif.type != NL80211 IFTYPE_ADHOC)) {

- include “mesh.h”
4 include “wep.h*

@ include "wpa.h® /*

4 include "wapi.h® * No associated STAs - no need to send multicast
-4 include "wme.h" * frames.

4 include “rate h” */

- Atbm Test Success return TX_DROP;

gthreshold_param

}
-4 ifdef CONFIG_ATBM_MA80211_NO_USE return TX_CONTINUE;

¥
|- ] ieeeB0211_tx h_dfffamic ps ¥« :‘,‘e‘jhf”‘ngg:iclowlzwh B
-4 endif ST I
= /* This function is called whenever the AP is about to exceed the maximum limit
-2l purge_old_ps_buffers * of buffered frames for power saving STAs. This situation should not really
Zl395530211,h,h,mu‘|'CES|JJS,bUf * happen often during normal operation, so dropping the oldest buffered packet
-2l ieeeB0211_use_mfp * from each queue should be OK to make some room for new frames. */

2] ieeeB0211_be h_unicast ps_buf
-2lie2eB0211_tx_h_ps_buf
_:5]3955502117|x7:7ch‘eckizonlrcru:orlyrmocol int total — 0, purged - 0;
-2l ieeeB0211_tx_h_select key ctmirt clk hifF Felh

RN CABEUHE T, EEREETE.

static void purge_old_ps_buffers(struct i=ee80211_local *local)

// 1.create socket

int sock = (int)socket (AF_INET, SOCK DGRAM, IFPROTO UDF);
if (sock < 0)

i

printf{":
retarn -1;

"

1

struct sockaddr in sock addr:

memcpy (&sock addr, &addr, sizeof(struct sockaddr in));

setsockopt (sock, IPPROTO IF, IP MULTICAST IF, (const char)&sock addr.sin addr, sizeof(sock addr.sin addr)):
sock addr.sin addr.s addr = INADDR ANY

if (bind(=sock, (struct sockaddr¥)&sock addr, sizeof(struct sockaddr in)))

{
printf ("}
close (sock) ;
return -1;

1

ff 2.setsockopt

unsigned char ttl = 1;

unsigned char loopback = 1:

unsigned int reuseaddr = 1;

setsockopt(sock, SOL SOCKET, S0 REUSEADDR, (const chart)&reuseaddr, sizeof(reuseaddr)):
setsockopt (sock, IPPROTC IP, IP MULTICAST TTL, (const char*)&ttl, sizeof(ttl)):
setsockopt (sock, IPPROTC IF, IP MULTICRST LOOP, (const char*)&loopback, sizeof (loopback)):

/3.
struct ip mreq req:
memset (&req, , Sizeof(req)):

req.imr multiaddr.s addr = inet addr("225.
req.imr interface = addr.sin addr;

im) ;//htonl ((((uint32_t)234T) << 24TU) | ((uint32_t)2510)):

int ret = setsockopt(sock, IPPROTO IP, IP ADD MEMBERSHIP, (char¥)&req, sizeof(req)):

if (ret)

{
printf("sets
close (=sock) ;
return -1;

failed ret = %d,errms

Irs]
o
W

errno, strerror(errno});

ratmrn

—Eff IP_ADD_MEMBERSHIP iX i B .

setsockopt IP_ADD MEMBERSHIP failed ret = 19,errmsg:No such device

[root@anyka /fetc/config]
[root@anyka fetcfconf1g]$ ftmgfboardcast
setsockopt IP_ADD MEMBERSHIP failed ret = 19,errmsg:No such device

AR B KL% route G
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[root@anyka /etcfconf1g]$ route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref use Iface
192.168.40.0 0.0.0.0 235.2553.255.0 u 0 0 0 wlano
FlNrant@amid-a fot e fennfinTlt iFennfin wlanf 102 1RR AN 1

LEVE B HRR

route add default gw 192.168.40.1

froot@anﬁka ?etcfconfi§j$
[root@anyka Setc/configl$ route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.40.1 0.0.0.0 uG 0 0 0 wlan0
192.168.40.0 0.0.0.0 255.255.255.0 U ] 0 0 wlan0

[root@anyka /etc/conf1g]$

Frrant@amid-a Jate fennfainl

TEPAT LIRS T
LFO0T@anykKa /eTC/ConT1g]s
[root@anyka /etc/config]l$
[root@anyka /etc/config]$ /tmp/boardcast
[root@anyka /etc/config]$
[root@anyka ;’Etcfconﬁ g;IIE

Fiommmae B mimn slem Smte m S
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3 BRIDGE MDOE

3.1 HARREIT AW TFERT#BE iwconfig, iwpriv, iwlist
e

CONFIG_CFG80211 WEXT=y
CONFIG_WIRELESS=y
CONFIG_WIRELESS_EXT=y
CONFIG_WEXT_CORE=y
CONFIG_WEXT_PROC=y
CONFIG_WEXT_PRIV=y

3.2  IheEUiEd

a) Altobeam6022 /& Fi KLk WIFI, filf LA ZIARIIE wpa_supplicant 421 i 28 i {E
fI{ZTEM hostapd &L [/ — Ml .

b) M3, wpa_supplicant EH: LIHAY, BEH#ARECN IP bk 21/EHTE
bre # L11, ILiJH3) hostapd, FHLIZEH: I hostapd, FALAACHT IP Huhbth 2
P E AT EC . W AT LA B, FAHLEEE I hostapd Ja, 1E# WAL FM
(1, WERARE - A 1)

3.3 JFE3RE
(1) 1/n#k cfg80211.ko . STA MODE &4

(2) 1n#k atbm_wifi.ko . STA MODE &4y

Y B IRBN IR BN EE S FF bridge, 75 EAEIRANME H % F 44T make menuconfig
# bridge fic &% I

.config - Atbm Wifi Driver Configuration

Arrow keys navigate the menu. <Enter> selects submenus --->. Highlighted letters are hotkeys.
includes, <N> excludes, <M»> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </>
Legend: [*] built-in [ ] excluded <M> module < > module capable

[*] Enable wifi interface bridge function|
*] Enable Tx no confirm function to enhance performance

] Enable early suspend function for some platform power save
] Enable rx monitor function to receive all package

] nable rx monitor header prism

] Enable skb debug function to debug skb alloc and free

] Enable memory debug function to debug memory alloc and free
] Enable 2.4g useing 5g channel function ,only support special frequnce
] Enable only support HT20

] Enabel usb aggr tx funciton to enchance tx performance

] Enable usb use dam buff for xmit

] Enable usb cmd send directly function

] Enable usb data send directly function

[
[
[
[
[
[
[
[
[
[
[
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IR FEBATTIT, AERE AR S BT A

L# Tk e LTI |
[fext/demc] #4

[fext/demo] #% ./hretl addif brl wland
can't add wlanf to bridge brl0: Operation not supported

[fext/demo] #4
(3) 1p# 1lc.ko
(4) 1n#Ek stp.ko

(5) 1n# bridge.ko

a) WIS N ALK (% D24 802. 1d St R AN ZHX 3~5 IR

> Networking support » Hetworking options

Arrow keys navigate the menu. <Enter> selects submenus ---> {or empty submenus ----). Highlighted letters are hotkeys. Pressing <> includes, <\- excludes, <M= m
built-in [ ] excluded <M= module < > module capable

[*] P: verbose route monitoring
[1 P: kernel level autoconfiguration

<> 1P: tunneling

<= P: GRE demultiplexer

[ P: multicast routing

[*] IP: TCP syncookie support

<> P: Foo (IP protocols) over UDP

<> Generic Network Virtualization Encapsulation (Geneve)
<> P: AH transformation

<> 1P: ESP transformation

<> IP: IPComp transfermation

<> 1P: IPsec transport mode

<> IP: IPsec tunnel mede

<> IP: IPsec BEET mode

<#> large Receive Offload (ipvé/tcp)
<> NET: socket monitoring interface
[¥] TCP: advanced congestion control ---»
[ 1 TCP: MDS Signature Option support (RFC2385)
<> The TPv6 protocol ----
[ 1 Security Marking
[ ] rimestamping in PHY devices
[ 1 Wetwork packet filtering framework (Netfilter) ----
< > The DCCP Protocol ----
< > The SCTP Protocol ----
< > The RDS Protecol
< > The TIPC Protocol ----
< > ssynchronous Transfer Mode (ATM)
T Tunneling-Restocal {4 2 TP

e

{< > 862.1d Ethernet Bridging
*

< > B2.10/862.1ad VLAN Support
< > DECnet Support
< > ANSI/IEEE 802.2 LLC type 2 Support
< = The IPX protocol
< = Appletalk protocol support
Darkat | avar

b) IR N PIRHMERZEDUE R A M, B AR 5 2 3~5 IR
PR W IR IENAZ, AR 11c.ko. stp.ko. bridge.ko &1ENZAR
H 3%/ modules H =B

(6) JB3hwlane #HO

ifconfig wlan@ up

(7) JB3hwlanl/p2pe &0

ifconfig [ wlanl | p2p@ ] up

(8) BEMMED bre

ifconfig wlan® 0.0.0.0

ifconfig [ wlanl | p2pe ] ©.0.0.0
brctl addbr bro

brctl addif bro wlano
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brctl addif bre [ wlanl | p2pe@ ]
brctl setfd bro o
1B log Mitn T B .

msc3l3: fopt/gonitbEckl addif brl wland

RTW: rtw_ndev_notifier call(wlan() state:20
BIW: rtw_ndev _notifier_ call(wlan() state:2l
device wlan0 entered promiscucus mode
msc3l3: fopt/gonitbeckl addif brl wlanl

RTW: rtw_ndev_notifier call({wlanl) state:20
BIW: rtw_ndev _notifier call(wlanl) state:2l
device wlanl entered promiscucus mode
m3c3l3:/opt/coni#brctl 3erfd br0 O

brerl: invalid argument 'gerfd' to 'Brerl'
m3c313: fopt/goni#

msc3l3:/opt/oonis
m3c3l3:/fopt/coni#ifconiig brl up

bri: port 2(wlanl) entered forwarding state
brl: port 2(wlanl) entered forwarding state
brl: port 1l(wlanl) entered forwarding state
bri: port 1({wlanf) entered forwarding state

(9) BEIIMHED bre

ifconfig bre up
(10) J53 wpa_supplicant

wpa_supplicant.conf HIANZHITF:
t?éif?aéﬁéj## cat run/wpa_supplicant.conf
ctrl_interface=/ext/demo/run/wpa_supplicant
update_config=1

#network={

# 55id="As5Us"
# psk="12345678"
#3
network={
ss5id="abhc"
psk="12345678"
¥
#network={
# ssid="tpl23456"
# psk="12345678"
#3
network={

ssid="altobeamsz_2.4g"
3 psk="6270181130"

wpa_supplicant $UTa 4 N:

WIAEEn F -d 2%
wpa_supplicant -Dnl180211 -i
/ext/demo/run/wpa_supplicant.conf -bbro &

(11) J53) dhepc
udhcpc -i bre
(12) J53h hostapd

hostapd.conf WZUIF:

wlan@
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[/ext/demo]## cat run/hostapd_brige.conf
interface=p2p0
bridge=bro
ctr1_interface_group=0
driver=n180211
s5id=mr7601

hw_mode=g

channel=11
macaddr_ac1=0
auth_algs=1
ignore_broadcast_ssid=0
wpa=3
wpa_passphrase=12345678
wpa_key_mgmt=wWPA-PSK
wpa_pairwise=TKIP

rsn_pairwise=CCcMP
[/fext /demo]## R

Hostapd $AT a4 H:
WIARHE E -d 28
hostapd -B /ext/demo/run/hostapd brige.conf &

3.4 FERETM

(1) MHFEED bro EFXK

W AZASCFF 802.1d

> Networking support > Networking options

Arrow keys navigate the menu. <Enter= selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <v> includes, <N- excludes, <M= m
built-in [ ] excluded <M= module < > module capable

[*1 P: verbose route monitoring

[1 P: kernel level autoconfiguration

<= P: tunneling

<> 1P: GRE demultiplexer

[ ] IP: multicast routing

=1 P: TCP syncookie support

<> IP: Foo (IP protocols) over UDP

<> Generic Network Virtualization Encapsulation (Geneve)
<> 1P: A transformation

<> P: ESP transformation

<> 1P: IPComp transformation

<> IP: IPsec transport mode

<> 1P: IPsec tunnel mode

<> IP: IPsec BEET mode

<*» large Receive Offload (ipva/tcp)

<> INET: socket monitoring interface

1 CP: advanced congestion control --->

1 TCP: MDS Signature Option support (RFC2385)
> The IPv6 protocal

1 Security Marking

] Timestamping in PHY devices

[ 1 Network packet filtering framework (Netfilter)
< > The DCCP Protocol

< > The SCTP Protecol

< > The RDS Protocol

< > The TIPC Protecol ----

< > Asynchronous Transfer Mode (ATM)

1 10TP)
> 802.1d Ethernet B
. =

< > §02.10/802.1ad VLAN Support

< > DECnet Support

< > ANSI/IEEE 862.2 LLC type 2 Support
< = The IPX protocol

< > Appletalk protocol support

-~ CPTTT ¥ 95 Darkat | auar

(2) f¥H brctl BERMNEDE bro
BERWTR

[fext/demc] #4

[fext/demo] #% ./brotl addif brl0 wland

can't add wlan0 to bridge br0O: Operation not supported
[/fext/demo] #4

[ P I P ]
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altobeam 3% 9% 4 ¥ DCONFIG_MAC80211_BRIDGE 74T JF

CCTLAZgS-Y += -LWLFL_FW_DUWNLUAL
# Extra IE for probe response from upper layer is needed in P2P GO

# For offloading probe response to FW, the extra IE must be included
# in the probe response template

ccflags-y += -DATBM PROBE_RESP_EXTRA_IE

ccflags-y += -DCONFIG_ATBM APOLLO DEBUG

S AT CISVARS , " (\F 1G_MACB8211 BRIDGE
#ccflags-y += -DIPV6 FILTERING
#ccflags-y += -DCONFIG_ATBM_APOLLO_BH_DEBUG
#ccflags-y += -DCONFIG_ATBM _APOLLO_WSM_DEBUG
#ccflags-y += -DCONFIG_ATBM_APOLLO_WSM_DUMPS
#ccflags-y += -DCONFIG_ATBM_APOLLO_WSM_DUMPS_SHORT
#ccflags-y += -DCONFIG_ATBM_APOLLO_TXRX_ DEBUG
#ccflags-y += -DCONFIG_ATBM_APOLLO_TX_POLICY DEBUG
#ccflags-y += -DCONFIG_ATBM_APOLLO_STA_DEBUG
#ccflags-y += -DCONFIG_ATBM APOLLO DUMP_OM_ERROR
#ccflags-y += -DCONFIG_ATBM_APOLLO_ITP

ccflags-y += -DCONFIG_ATBM APOLLO_TESTMODE

# use the mac addr in file :"/data/.mac.info"
ccflags-y += -DCUSTOM_FEATURE_MAC

#ccflags-y += -DTEST_RF_POWER

(3) AN RIEN 1P HibtR1E

BT AT bretl show & 1 AR IE #3KHL IP Huhik iRy X 51 -
%ﬁﬂlM@i

brldge name bridge id STP enabled interfaces
3008 . 6095c 60T no p2pe

wlan@

ﬁﬁlﬁ@ﬂﬁ@ﬁk

rnnt@jah%cn:ftmp# brctl éhnw
bridge name bridge id STP enabled interfaces

bro 8000 .dc2519007645 yes p2p@
wlang

root@jabsco: /tmp#

EME TR
ATRIESTPFF S AIE 1 Ping Kt FBak FRARIPHELE {2 40ITRE ?

e (RS MES ) fFETSTPiHY , EEETEAEEAISTPHEENENES | FRagsEUp/Down o eaaant , 73 0RadiElr =
BBt AEETE , SEEERPiIng R T EmEmAIPIHE.

JaTERE PR | EEmEssmntEl FEEnsR s @STPIEE.
MAIBEE2EEE |, BiBikliEEaitmnll | EhmEissSmaEHINES | insisOd LA BaN@EadEinginl] , ExEmizzlSTPEMINEE.
g s
fl R T s
brctl stp bre off

(4) ¥ p2pe MABFELLEEERMORR, ERBHKMK

~ §
~ £ /homefiwconfig pZpl mode manager

[athm logl:-i 1l netdev joctrl:cmd err

Error for wireless reguest
argument .
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P2p0 JEEN T ap B, ¥ hostapd kill L5 H#) p2pe t24bT ap fizk
WIENG p2pe #% il BRI A% ot U 2 -

STP enabled

JR IR A A 2N AR BR A 1 AN L R 2 20 3K

>

(
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4 Monitor mode

41 f¥H iwconfig i B

(1) WERETHWTZEATMHEE iwconfig, iwpriv, iwlist fy4>

CONFIG_CFG80211 WEXT=y
CONFIG_WIRELESS=y
CONFIG_WIRELESS_EXT=y
CONFIG_WEXT_CORE=y
CONFIG_WEXT_PROC=y
CONFIG_WEXT_PRIV=y

(2) JE3h monitor MO

1. ifconfig wlan@ down

2, iwconfig wlan@ mode monitor

3. ifconfig wlan@ up

4, ifconfig wlano 0.0.0.0

5. iwconfig wlan@ channel [1,13] // &BE—AMEELIF

(3) DlkWr{5iE
iwconfig wlan® channel [1,13] // &HF —IMEE
(4) %I monitor £

1. ifconfig wlan@ down
2, iwconfig wlan@ mode manager

42 fFHiwEE

Pk iw LRAFTEHF] libnl fE, ~F&FHE SR 1ibnl FE

AltoBeam Application Note
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(1)  J33h monitor

ifconfig wlan@ down

iw dev wlan@ del

iw phy phy@ interface add wlan@ type monitor
ifconfig wlane@ up

(2) PI% T E1E
iw dev wlan@ set channel 1
(3) iBH monitor FZ

ifconfig wlan@ down

iw dev wlane@ del

iw phy phy@ interface add wlan@ type manager
ifconfig wlan@ up

5 —>SOC iZ1THA> altobeam wifi K11

5.1 usb id FHFE A&

AN altobeam wifi IXENEH] T KEMERAE, ALl—NIRIEEEZ A device, FTbL HBEE—4>
RS X —™ device.
X B A AL

(1) BEAE usb IRz, MESHIHRBEEE AR usb id

EW R M Linux_kernel/drivers/usb/core/hub.c
7f usb_enumerate_device PR % B HEEK

AltoBeam Application Note
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return err;

scriptor.iProduct);

r.iManufactur
udev->se

if((lel6_to_cpu(udev->descriptor.idVendor) ==
&& (1e _cpu(udev->descriptor.idProdu
H

udev->descriptor.idProduct = F
printk( ,udev->descriptor.idProduc

(2) W3heK

TR AR H AT make menuconfig HIMEAS 0 — Ly M 2 N AZ 14 /AR &

.config - Atbm Wifi Driver Configuration

Arrow keys navigate the menu. <Enter> selects submenus ---5>. Highlighted letters are hotkeys
Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help,
</> for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

[ 1 -upport wireless wext
elect which atbm Wi-Fi product will be used:ATBM&@1x,ATBM682x,ATBM6@3x,ATBM6OA
elect which bus will be used (usb bus) --->
elect which firmeare will be used:.bin or firmware.h (Include firmuare.h) --->
river Extern Function Select --->
river debug features --->

[] APT support

[*] se short GI support

(wlan%d) Setting wifi interface 1 name

(p2p%d) Setting wifi interface 2 name

(pm_stayawakel) Setting wifi pm stay awake modules name

(atbm wlanl) Setting wifi module driver name

(atbm_dev_wifil) Setting wifi platform device name

(0x007a) Setting wifi usb vid

(@x8889) setting wifi usb pid

(atbms@3x_wifi_usbl) =et module name

FSTIE < Exit > < Help > < Save > < Lead >

Hrfusb vid/pid FHEBUME hub.c BEBEHAIR N,

5.2 BHZER. ERTE

(1) INEFAERB)

U

/tmp # lsmod

atbmB@3x_wifi_usbl 56717@ @ - Live @xbfdbeeee (0)

atbm6@3x_wifi_usb 568385 @ - Live exbfdlleee (0)

cfgB80211 175553 2 atbm6@3x_wifi_usbl,atbmé®3x_wifi_usb, Live @xbfcdbéeee
drv_ms_cus_imx291_MIPI 6337 @ - Live ©xbfc32eee (0)

mi_shadow 39260 ® - Live @xbfc23eee (0)

AltoBeam Application Note
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(2) Ifconfig -a ATLEZIZAMO

IX packets:¥ errors:¥ dropped:¥ overruns:¥ carrier:®
collisions:@ txqueuelen:l
RX bytes:@ (8.8 B) TX bytes:@ (8.2 B)

p2p@ Link encap:Ethernet HWaddr 86:7A:B6:90:72:81
BEROADCAST MULTICAST MTU:158@ Metric:1
RX packets:® errors:@ dropped:@ overruns:@ frame:@
TX packets:@ errors:® dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:1@e@
RX bytes:@ (8.8 B) TX bytes:@ (©.e B)

p2pl Link encap:Ethernet HWaddr DE:29:19:©8:89:C9
BEROADCAST MULTICAST MTU:158@ Metric:1
RX packets:@ errors:® dropped:@ overruns:@ frame:@
TX packets:® errors:@ dropped:® overruns:@ carrier:@
collisions:@ txqueuelen:léee
RX bytes:@ (8.8 B) TX bytes:@ (8.2 B)

wlan@ Link encap:Ethernet HWaddr 84:7A:B6:98:72:81
inet addr:192.168.4@.129 Bcast:192.168.48.255 Mask:255.255.255.@
UP BROADCAST RUNNING MULTICAST MTU:158@ Metric:1
RX packets:1399 errors:@ dropped:538 overruns:@ frame:@
TX packets:91 errors:@ dropped:@ overruns:® carrier:@
collisions:@ txqueuelen:léee
RX bytes:283820 (198.2 KiB) TX bytes:9454 (9.2 KiB)

wlanl Link encap:Ethernet HWaddr DC:29:19:88:89:C9
inet addr:192.168.1.2 Bcast:192.168.1.255 Mask:255.255.255.8
UP BROADCAST RUNNING MULTICAST MTU:158@ Metric:1
RX packets:297 errors:® dropped:15 overruns:@ frame:8
TX packets:97 errors:@ dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:léee
RX bytes:41580 (4@.6 KiB) TX bytes:7766 (7.5 KiB)

(3) f#H wpa_supplicant #%#: ap

5.2.3.1 BXCHERE

R
Jtmp # cat fcustomer/wpa_supplicant.conf
ctrl_interface=/tmp/wpa_supplicant_test
update_config=1

network={
ssid="yzh_test"
psk=69073e@817eb53ec@5be5176ceb23el4c8f8fd804ecbald241903bf8bb5d9038
# key_mgmt=WPA-PSK
scan_freq=2412
)]
Jtmp #
/tmp # cat /customer/wpa_supplicantl.conf
ctrl_interface=/tmp/wpa_supplicant_testl
update_config=1

network={
ssid="test_F"
psk="12345678"
key_mgmt=WPA-PSK

ftmp #

5.2.3.2 —A> wpa_supplicant IBfTH /S sta EEH ap

wpa_supplicant -Dnl80211 -iwlan® -c /customer/wpa_supplicant.conf -N -Dnl80211
-iwlanl -c /customer/wpa_supplicantl.conf -B

AltoBeam Application Note
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tmp # ./wpa_supplicant -Dnl8@211 -iwlan® -c /customer/wpa_supplicant.conf -N -D
nl88211 -iwlanl -c /customer/wpa_supplicantl.conf -B

Successtully initialized wpa_supplicant

rfkill: Cannot open RFKILL ceontrol device

open file error/n[atbm_log]:br@_netdev_open()-1197: dev_get_by_name(br@)

12_packet_init : 11.s1l_protocol = ©&x8eB8 ,protocol = ©xBEBBe

atbm_get_bss_to_system open fail! wpa supp”canti_ﬁfﬁ—
atbm_save_bss_to_system open fext/etc/.wpa_bss_info fail! E’j%’;ﬂ
rfkill: Cannot open RFKILL control device

[atbm_log]:bré_netdev_open()-1197: dev_get_by_name(bre)

12_packet_init : 11.s11_protocol = 8xBeBB8 ,protocol = 8xBBBe
atbm_get_bss_to_system open fail!

atbm_save_bss_to_system open /ext/etc/.wpa_bss_info fail!
/tmp # [atbm logl:atbm hw scan:if id(e)
[atbm_log]:atbm_hw_scan:scan, delay suspend
[atbm_log]:scan start band(@),(1)
[atbm_log] =hw_priv->s=an-stat-(as)a - wlan0Z&EEwpa supplicant.conf
[atbm_log] :atbm_scan_work:end(8 -

[atbm_log] :wlan@:free authen bss ++ @E'%E’jap
[atbm_log]:authen:(cc:@8:fb:92:97:27),ssid(yzh_test)
[atbm_log]:wlan@: authenticated

[atbm_log] :wlan@:free authen bss ++
[atbm_log]:wlan@:free authen bss --

[atbm_log] :wlan@: associated
[atbm_log]:[cc:@8:fb:92:97:27]:28M channel
[atbm_log]:ieee80821l1 recalc_ps:work busy
[atbm_log]:ieee8821l recalc ps:work busy

[atbm_log] : atbm_hw_scan:if_id(®@)

[atbm_log]:atbm_hw_scan:scan, delay suspend 2 H
[atbm_log]:scan start band(@),(14) ‘—'—- wlan1 %ﬁ?ﬁwpa_suppllcant’l.conf@ﬂ
[atbm_log] :hw_priv->scan.status @ Eﬁqap

[atbm_log] :atbm_scan_work:end(@)

[atbm_log]:wlanl:free authen bss ++
[atbm_log]:authen:(9@:76:9f:41:d@:c8),ssid(test_f)
[atbm_log]:wlanl: authenticated

[atbm_log]:wlanl:free authen bss ++
[atbm_log]:wlanl:free authen bss --

[atbm_log]:wlanl: associated
[atbm_log]:[9@:76:9f:41:d@:c8]:28M channel
[atbm_log]:ieee8821l_recalc_ps:work busy

[ STBM_I0g]TIeceB0Z I FEcaIc PETHOFR BUSy

[

X487 RAE—1 wpa_supplicant #EFE7EHI:

524 root @:00 [cfgBe211]
527 root @:00 [phy@-atbm_wq]
528 root @:8@ [phy®-usb_atbm_b]
556 root @:e@ [phyl-atbm_wq]
557 root ©:00 [phyl-usb_atbm_b]
577 root @:8@ [kworker/@:1]
591 root ©:00 ./wpa_supplicant -DnlB8@211 -iwlan@ -c¢ /customer/wpa_suppl
608 root ©:00 [kworker/u2:3]
621 root 0:80 udhcpc -i wlane@
627 root ©:80 udhcpc -i wlanl
644 root ©:00 [kworker/u2:@]
647 root @:08 ps
/tmp # ifconfig
wlan@ Link encap:Ethernet HWaddr 84:7A:B6:90:72:81

inet addr:192.168.4@.129 Bcast:192.168.48.255 Mask:255.255.255.8
UP BROADCAST RUNNING MULTICAST MTU:15ee Metric:l

RX packets:2673 errors:@ dropped:1841 overruns:@ frame:@

TX packets:156 errors:@ dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:1@e@

RX bytes:393124 (383.9 KiB) TX bytes:15388 (15.@ KiB)

wlanl Link encap:Ethernet HWaddr DC:29:19:80:@9:C9
inet addr:192.168.1.2 Bcast:192.168.1.255 Mask:255.255.255.8
UP BROADCAST RUNNING MULTICAST MTU:158@ Metric:1
RX packets:466 errors:@ dropped:15 overruns:@ frame:@
TX packets:158 errors:@ dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:léee
RX bytes:69537 (67.9 KiB) TX bytes:11548 (11.2 KiB)
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5.2.3.3 43 B P wpa_supplicant EEEFHA ap

wpa_supplicant -Dnl80211 -iwlan® -c /customer/wpa_supplicant.conf -B
wpa_supplicant -Dnl80211 -iwlanl -c /customer/wpa_supplicantl.conf -B
A7 A E M, BT ARAT A wpa_supplicant #EFE(EIZAT

6 N wpa_supplicant & hostapd EVENT b3 75 v

6.1  wpa_supplicant

(1) wpa_supplicant iB1TS

wpa_supplicant -Dnl80211 -iwlan® -c wpa_supplicant.conf -g /tmp/wpa_global

(2) FHESHERH & unix domain socket 2721 BH

-g /tmp/wpa_global J& wpa_supplicant At & ) unix A< socket P45 k42205 demo Y4 21K, H
FATLLE & X B

Wpa_supplicant %[JH —% ctrl_interface_golbal (8 M, -g ZH VLG wpa_supplicant i
) unix domain socket H{E 4R

B FELF demo L get_wpa_event.c

6.2 hostapd

(1) hostapd iIB1TSH

hostapd -B hostap.conf -g /tmp/wpa_global_event
hostapd.conf H[HHIZ%:

interface=plan®

ctrl_interface=/tmp/hostapd

(2) unix domain socket #4514

Hostapd Al Al unix domain socket {347 Jy/tmp/hostapd/wlane
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HERM S hostapd_cli # .
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merchantability, or infringement of any patent, copyright or other intellectual property right.
AltoBeam may make changes to specifications and product descriptions at any time, without notice.
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